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“Now thisisnot theend. Itisnot
even the beginning of theend. But

itis, perhaps, the end of the beginning.”
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Foreword

Sreamlining Procurement Through Electronic Commerce is the blueprint to be
followed by the Federal government in implementing electronic commerce in the Federal
acquisition process. By memorandum dated October 26, 1993, the President directed
the definition of an architecture for the Government-wide eectronic commerce
acquisition system.  Under the President’s Management Council, the Administrator of
the Office of Federal Procurement Policy chartered the Federal Electronic Commerce
Acquisition Team' to develop the Federal eectronic commerce architecture.  This
document isthe results of that team’ s efforts.

Transforming acquisitions from a paper-based mode to the eectronic exchange
of data will not happen overnight, but agencies must move toward electronic commerce
quickly in order to be effective as the eectronic superhighway becomes a reality. Ideas
and concepts in this report are not new. Various private sector industries have operated
in this manner for several years, but never has a single entity as large as the Federa
government made such a transformation.

Businesses of all sizes and types will be affected by this new method of doing
business. This dectronic commerce architecture would improve the efficiency of
procurement and increase the opportunity for small, small disadvantaged, and minority
owned businesses to participate in the Federal acquisition process. Business will also
have to move at the same pace as the government in order to maintain business
relationships with various agencies.

! Charter for the Federal Electronic Commerce Acquisition Team, dated January 3, 1994, Office of Federal
Procurement Palicy.
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Executive Summary

THE NEED FOR STANDARDIZED ELECTRONIC COMMERCE

The increased computerization of our society is triggering major changes in the
organization of work. Paper-driven processes are being reengineered to capture the
benefits of doing business eectronically. Businesses are implementing electronic
commerce (EC) to meet the imperatives of an increasingly competitive world. These
trends in the economy at large are being mirrored in the Federal government by many
individual agency actions as well as the cross-cutting National Performance Review
(NPR). The “carrot” of increased productivity and effectiveness is being reinforced by
the“stick” of anincreasingly limited Federal budget.

Recognizing the advantages of electronic commerce, some agency managers have
implemented portions of it into their operations. They found that they had to design
processes and procedures from scratch, and in so doing, each organization created a
version dightly different from that of other organizations. Compounding this problem,
the trading partners often have to deal with a new way of doing business for each
organization. The Federal government must move quickly to standardize its move to
electronic commerce before a deluge of ad hoc implementations makes progress more
difficult. The President has directed that the implementation of electronic commerce be
accelerated across the Executive Branch of the Federal government and that a standard
architecture for electronic commerce be defined for the acquisition function by March
1994.

The recommended architecture and underlying rationale consists of the following
fundamental components:

* A singlemeans of supplier registration to do business electronically with the Federal government
including a standardized trading partner agreement embodying the “ rules of the road”

* A standard method of implementing the electronic data interchange (EDI) transaction formats used in
the United States [currently those approved by the American National Standards Institute (ANSI)
Accredited Standards Committee(ASC) X 12]

*  Existing agency-managed procurement systems modified to generate standard EDI ASC X 12
transactions (i.e., agencies would modify their existing systemsto feed datain “flat file format” to a
commercial off-the-shelf software package called a trandator that generates the ASC X 12 transaction)

* A “virtual network” connecting agency standardized transactions to facilities where value-added
networks (VANS) or other entities can access them

* A standard agreement between the government and the VANS that support the government and its
trading partners



* A standards-based system that gives agency procurement staff access to government data bases
supporting their operations

*  Theuse of dectronic funds transfer (EFT) as the principal method of payment and the devel opment of a
supportive EFT architecture.

These and additional elements are discussed in greater detail below.
THE INFORMATION AGE ISUPON US

This document presents a new approach to the process of government acquisition
— one that will benefit both the government and its suppliers. We use the term
“eectronic commerce’ to describe the standards, practices, and technologies that
congtitute the new approach. In this document, we describe the architecture for
electronic commerce in Federal acquisition and recommend actions the executive
departments and agencies should take to implement eectronic commerce and meet
President Clinton’ s mandated schedule.

Each day we face new technological redlities that we could only imagine
yesterday: a national information infrastructure, the information superhighway with on-
ramps and off-ramps in every home, and more. Each day it seems we must change our
behavior and adapt to such new information-dominated technologies as automatic teller
machines, debit cards, the Internet, and interactive televison. In moving to the
information age, humankind is putting itself through a technological revolution
reminiscent of shifts from hunting and gathering to agriculture and from an agrarian
economy to a manufacturing one.

Today’ s shift is as profound as those that presaged major transitions in the past.
It is a shift from a culture that organizes and regulates its society around modeling,
recording, managing, and maintaining its fundamental business processes in paper
document form. In contrast, the information age is a shift to a culture in which
information technologies will make every form of humanly intelligible information
available globaly, instantaneously, inexpensively, and where and in whatever form
individuals need.

The global business community has already embraced the latest revolution. It
needs the new technologies to stay healthy and grow in the competitive marketplace
whose imperatives are defined by those who exploit information and other technologies.
Members of the global business community refer to its new ways of doing business as
“dectronic commerce.” EC includes the application of national and international
standards, business practices, and various information technologies. Representative
aspects of EC include EFT, EDI, fax, and remote bulletin boards.

Government ingtitutions have often lagged in adopting new information
technologies. However, the government must now embrace the information age to meet
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reduced budgets, increased missions, and an increasing internal and external awareness
that things can and ought to be done differently. That awareness s, in part, the genesis
of the Administration’s ongoing National Performance Review.

NATIONAL PERFORMANCE REVIEW

The NPR began on March 3, 1993, when President Clinton announced an
intensive 6-month review of the Federal government. It seeks to create a government
that works better and costs less. The NPR was performed by a team of experienced
Federal employees from all corners of the government. Their report® is but the first
product of a continuing commitment to change. In that report, they describe roughly
100 actions and recommendations they consider most imperative to improve
government.

The NPR report specifically identifies magjor, readily obtainable savings that will
result from systematic reform of the Federal government 's acquisition process.
Acquisition is a highly complex process through which al the products and services the
government consumes — about $200 billion each year — are acquired.

Using EC to reform the acquisition process has benefits for both the government
and its suppliers. Benefits for the government include the following:

*  Lower prices

*  Increased competition

* Increased buyer productivity

*  Better management information

*  Reduced acquisition times and costs

*  Better inventory contral.

The following are among the benefits for suppliers:

*  |mproved profitability and cash flow
*  Increased opportunity to participate in government acquisition
*  Increased operating efficiencies

*  |mproved payment process.

! Vice President Al Gore, From Red Tape to Results, Creating a Government That Works Better & Costs Less, Report
of the National Performance Review, September 7, 1993.
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PresIDENT 's M EMORANDUM

In a memorandum of October 26, 1993,' President Clinton noted that moving to
an EC system to simplify and streamline the acquisition process will promote customer
service and cost-effectiveness.  The dectronic exchange of acquisition information
between the private sector and the Federal government (i.e., the use of EC) will increase
competition. It will do so by improving access to Federal contracting opportunities for
the more than 300,000 suppliers currently doing business with the Federal government,
particularly small businesses and many other suppliers who find access to bidding
opportunities difficult under the current system.

To these ends, the President set forth the following objectives for EC:

*  Exchange acquisition information el ectronically between the private sector and the Federal government
to the maximum extent practicable

*  Provide businesses, including small, small disadvantaged, and women-owned businesses, with greater
access to Federal acquisition opportunities

* Ensurethat potential suppliers are provided simplified access to the Federal government’s EC system

*  Employ nationally and internationally recognized data formats that serve to broaden and ease the
interchange of data.”

e Useagency and industry systems and networks to enable the government and potential suppliersto
exchange information and access Federal acquisition data.

Toimplement EC and to achieve his objectives for EC, the President set forth the
following four milestones:

* By March 1994, define the architecture for the government-wide EC acquisition system and identify
executive departments or agencies responsible for developing, implementing, operating, and
maintaining the Federal electronic system

* By September 1994, establish an initial EC capability to enable the Federal government and private
suppliers to eectronically exchange standardized requests for quotations (RFQs), quotes, purchase
orders, and notice of awards and begin government-wide implementation

! Federal Register / Vol. 58, No. 207 / Thursday, October 28, 1993, 58095 / Presidential Documents, Memorandum
of October 26, 1993, “ Streamlining Procurement Through Electronic Commerce,” Memorandum for the Heads of
Executive Departments and Agencies [and] the President’ s Management Council.

2 The Federal government supports a recent ASC X 12 initiative to align itself with UN/EDIFACT. In that regard, we
will continue to participate in both the ASC X 12 and UN/EDIFACT standards-making processes and will migrate
to the use of UN/EDIFACT when it is feasible and practical to do so, consistent with the capabilities and migration
patterns of our trading partners. (ASC X12 refersto American National Standards Institute Accredited Standards
Committee X 12 standard which provides the design rules for electronically exchanging business information. ASC
X12 isanationa standard. EDIFACT refersto the United Nations EDI for Administration, Commerce and
Transport [UN/EDIFACT — International Standards Organization 9735] standard. EDIFACT is an international
standard for exchanging business information.)
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* By July 1995, implement a full-scale Federal EC system that expands initial capabilitiesto include
electronic payments, document interchange, and supporting data bases

* By January 1997, complete government-wide implementation of EC for appropriate Federal purchases,
to the maximum extent possible.

This schedule is aggressive; despite that, the President noted that it should be
accelerated where practicable.

THe Presipent 's ManaceMenT Councit ELectronic ComMERCE Task Force

The President’'s Management Council (PMC) established a task force to
implement EC within the Federal government as directed by the President’'s
memorandum. The task force is chaired by the Administrator, Office of Federa
Procurement Policy (OFPP) with membership from the major Federal departments and
agencies, Small Business Administration, and Small Agency Council.

THe FeperaL ELectronic ComMERCE AcQuisiTioN TEAM

In order to complete the first task of the President’s memorandum, the OFPP
chartered" a Federal Electronic Commerce Acquisition Team (ECAT) and directed it to
develop a comprehensive plan for implementing an EC capability within 120 days.

The OFPP defined the initial capability as a standardized EC capability for
acquisition” to be implemented throughout the Federal government. In consultation with
ECAT, the OFPP Administrator agreed that focusing the initial capability on small
purchases for commercial products would facilitate implementation.

MEETING THE PRESIDENT'SDIRECTIVE

THe Business Case - THE Necessary ParaDpiGM

Government traditionally manages those business functions related to the
acquisition process as a series of independent and unrelated activities. However, current
market forces are so compelling that we can no longer accept worn-out variations of the
same basic approach. Clearly, we must adopt a new business model, a paradigm shift,
treating our overall acquisition operation as an “ extended enterprise.” We must adopt a
process view of al the acquisition elements, cross traditional boundaries, and manage
the entire operational flow from start to finish. In so doing we seek to enhance our
customer relationships, achieve leverage in the marketplace, reduce costs and the need to
retain large inventories, and obtain faster and more reliable ddiveries of materials and
services.

1Charter for Federal Electronic Commerce Acquisition Team, January 3, 1994.
Hereafter in this report, we use the term “ acquisition” to include the closely related terms of “procurement” and

“finance.”



We draw heavily from industry’s experience to enforce our position on change.
We must channd our efforts through business process reengineering while retaining a
focus on our core competencies. Automation alone is not sufficient. We must use
information technology as the “enging’ to drive our initiatives to streamline and
transform rel ationships with both our customers and suppliers or trading partners.

THE INTEGRATED ORGANIZATION

Our vision for Federal government acquisition focuses on process simplification
through the reworking of paper-oriented processes to be more efficient. That
simplification will require us to eliminate steps that the use of automation technology
has made unnecessary. We need to look at the value of old rules and safeguardsin light
of the new technology. We recognize the need to, and the value of, dynamically linking
the various processes of requisitioning, buying, transporting, receiving, paying for, and
managing material and services as the means for achieving the quality imperative: to do
everything in the Federal government smarter, better, faster, and more cost-effectively.

Integration involves three aspects. First, we must review and improve our
processes and enhance these improvements by using technology where appropriate.
Second, we must integrate across the improved business functions. In doing so, we
carefully identify the information needs for each process. Third, we must integrate
common business functions, application program interfaces, and data bases across
executive departments and agencies. That integration will ensure department and
agency users have access to common data bases that are government-wide, shared,
relational, and distributed rather than having to rely on “ stovepipe’ data bases that are
specific and proprietary, with complex data management and unnecessary bottlenecks.

We must look beyond the traditional organizational boundaries to integrate our
processes and data with those of our customers, suppliers, other business partners, and
regulatory agencies. We must carefully consider the inevitable transformation that such
integration will have on our traditional relationships as we move from an adversarial
position to one of mutual cooperation.

A Process M obEL

In our model, functional specialists continue to operate in their various
organizations. The marketplace continues to thrive. However, in both the public and
private sectors, organizations till take more time than is necessary to perform a series
of specialized tasks. That excess time is associated with specialization and excessive
paperwork. The new EC relationship offers the potential for efficiencies by encouraging
changes in the way that information is exchanged.
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Figure 1. A Process Model

Figure 1 reflects our vision of the public sector/government integrated
organization: requirements for supplies and services are identified to a buying
organization, orders are placed with a supplier, materials and services are provided to
the government, invoices are compared to receipt information and certified for payment
or are eiminated altogether, and funds are disbursed as payment for the goods and
services.

All transactions are processed electronically through integrated application
programs that recognize the incoming order, receipt, and acceptance of the product.
Many of the routine evaluation and processing decisions are conducted by our
application programs.  Individual contracting officers need no longer concern
themselves with administrative paperwork processes. Rather, within the context of a
streamlined acquisition operation, they can focus on quality, evaluation and award.

I MPERATIVES

Implementation of EC in the Federal government must meet the following five
imperatives.

The Federal government must present one face to industry.
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*  Transactions must be standardized, timely, accurate, and reliable.
*  The Federal government should use established commercial practices and products where effective.
*  Federal, international, and national standards must be used.

*  Processes must be automated.

Effective commerce between the Federal government and the private sector must
be completed accurately and reliably, using accepted standard business transactions.
Potential suppliers often have little incentive to deal with the Federal government’s
inefficient paper-based procurement systems. The private sector perceives these
existing systems as antiquated, cumbersome, dow to react, and dower yet in paying for
dedlivered goods and services.

In today’s environment of distributed data bases and inexpensive, instant
telecommunication, suppliers should be able to register one time for al Federa
government acquisitions. For the same reason, appropriate departments and agency
acquisition information that suppliers need should be readily available to them.
Implementing these fundamental changes will make possible full-and-open competition
and access by all businesses to the government’ s $200 billion annual market.

“A blizzard of paper” barely describes the volume and variety of paper
documents that are currently used to transact business between the government and its
suppliers. The labor and time required to key and re-key information into computer
systems and file and store all this paper is substantial. This largely human-processed
information system is the single, largest source of excess time spent in the acquisition
process. Implementing EC will encourage organizations to carefully examine their
existing processes and to reengineer them to eliminate many unnecessary steps and to
automate many of those that remain.

KEY RECOMMENDATIONS

With this report we begin 3 years of intensive effort to change how we do
business in the Federal government’s acquisition process. For this effort to be
successful, executive departments and agencies must commit the necessary resources
and get the government work force and our supplier base involved. We must transform
the habits, culture, and performance of all Federal government acquisition activities. To
this end, we recommend that executive departments and agencies take the following key
actions:

* Re-engineer appropriate portions of their policies, practices, procedures, and systems so that they
present a“single face” to the private sector for all aspects of Federal government acquisition.

*  Pursue the implementation of EC in two phases: first, a near-term approach to implement an initial core
capability by September 30, 1994, to conduct some of their business by EC; and second, by January
1997, implement EC throughout the Federal government for all appropriate Federal government
purchases.
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Organize and use resources to conduct acquisition and related financial transactions over a“virtual
network” that will link all appropriate buyers and sellers in an electronic marketplace.

Participate with OFPP and the President’ s Management Council Electronic Commerce Task Force by
developing individual agency plans for implementing EC in acquisition in accordance with the
President’ s memorandum of October 26, 1993.
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*  Participate in and provide resource support to the Federal Electronic Commerce for Acquisition
Program Management Office (ECA-PMO), which will be established. That office will be tasked to do
the following:

Develop and coordinate the programs that will support EC throughout the government (e.g.,
training, metrics, vendor surveys)

Coordinate and monitor the progress of actions assigned to a lead agency (in this report) to assure
their timely accomplishment

Provide assistance to OFPP in monitoring the individual agency plans for implementing EC.

In the following sections we provide a description of the actions needed to
implement EC along with specific recommendations to achieve that functionality. We
also describe in nontechnical terms the  standard infrastructure” that represents a new or
reengineered business model for conducting EC. In adopting this model, departments
and agencies will not only retain but enhance their acquisition mission capability in
anticipation of tomorrow’s limited staff resources.

FUNCTIONAL REQUIREMENTS

In addressing the functional requirements essential to our objective, we consider
all related business processes as well as the necessary supporting infrastructure. Federal
acquisition must be operated within the context of sound business practices as
supported by enabling technology. Accordingly, the following requirements must be
satisfied if we are to meet the objectives of the President’s memorandum, Streamlining
Procurement Through Electronic Commerce. We begin by stating the requirement and
follow that with an analysis of the requirement and specific recommendations that will
enable the departments and agencies to implement EC within the Federal government.

SineLE Face To InDusTRY

Requirement: We must simplify and standardize the process of conducting
business with the Federal government by eliminating the need for suppliers to deal with
numerous buying office processes, complete a variety of forms, and comply with
differing rules and processing specifications.

Analysis. Many departments and agencies have already implemented or begun to
implement EC. Each organization invents a dightly different version of what the other
organizations have already implemented. In doing so, the trading partners have to deal
with a new way of doing business for each of these organizations. The overall benefits
of developing a standard approach to EC for the Federal government and its trading
partners will far outweigh any adjustments required to existing systems and practices.

Recommendation: The Federal government must eiminate procedural
ambiguities and provide efficiency opportunities to all trading partners by adopting the
following:
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A single way and time for a supplier to register to do business

A standard minimum set of electronic acquisition transactions

A standard set of guidelines defining the data to be used in €l ectronic transaction exchanges
A standard trading partner agreement for use with all trading partners

A single method of providing RFQs to trading partners and allowing access to all Federal government
RFQs through one entry point using VANs

A standard VAN agreement and certification testing methodol ogy

A consistent outreach program to industry.

TrADING PARTNER REGISTRATION

Requirement: We must establish a government-wide data base of trading partner
information to eliminate duplicate supplier registration files throughout the Federal
community. We must also have a unique supplier numbering scheme.

Analysis. By callecting information once early in the registration phase, future
EDI-based business activities can be focused on the purchase transaction. The trading
partner registration data base covers basic business information, business capabilities,
and financial information. We want to link that information to past performance and to
existing supply, procurement, and financial files by using a unique supplier numbering
scheme. To that end, we conducted an extensive evaluation of government and private-
sector numbering schemes: the Contractor Establishment Code (CEC), Data Universal
Numbering System (DUNSD) number, taxpayer identifying number (TIN), Commercial
and Government Entity (CAGE) code, and other commercial codes. Of these numbering
schemes, the DUNS” number was the bedt: it is a widely used domestic and
international commercial identification number for electronic commerce (54 U.S.
industries and the United Nations use DUNS" for EDI); it is supported by a worldwide
data collection program that focuses on maintaining an accurate data base of unique
identification numbers (35 million numbers assigned worldwide); it is a validated
numbering scheme ($300 million spent annually to validate its accuracy as contrasted to
TIN, which is not validated); it has worldwide support for numbering and positive
identification of entities; its numbers are assigned to the lowest possible organizational
business leved (far lower than the TIN, which is a higher organizational control
number); and it is issued at no cost to the Federal government or trading partner.
Furthermore, the DUNS” number can be cross referenced to the other existing
numbering schemes and can serve as a pointer to the data stored according to another
numbering system. That feature is particularly important for relating information
between existing and new data bases and for building reliable links to firms' financial
data that are stored according to the TIN.

Recommendation: The government-wide data base will serve as a single trading
partner information source for acquisition and financial systems. It will store data on
trading partners by DUNS~ number and TIN and permit cross-referencing to CAGE,
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IMPLEMENTATION

CEC, and PASS information. In support of a “single face to industry” concept, all
suppliers will register once at a single source where the information will be distributed
to al users. We recommend the DUNS™ number because of its universal use in
industry and government, nationally and internationally, as a unique supplier identifier
and because it is the only reliable mechanism for cross referencing to other numbering
systems. Dun and Bradstreet has offered the Federal government a perpetual license to
use the DUNS” number at no cost. We also recommend that the Tl N, CAGE, and CEC
numbers be collected, validated, and stored in the vendor registration data base and that
they be cross-referenced with the DUNS number.

CONVENTIONS

Requirement: We must minimize the need for our trading partners to reprogram
their systems or purchase different software to handle each agency’ s procurement system
data structure.

Analysis. Agencies using EC have their own implementation conventions (1Cs).
(Conventions are subsets of a standard. They provide efficiency while till allowing
variations required by industry, procurement type, or other variables) Although all
these implementations are based on standards, variations result from interpretation or an
attempt to incorporate the requirements of agency-specific application systems.
Multiple implementations are inefficient for both the trading partner and the
government. At ECAT's request, agencies recently identified data required from the
supplier or by the supplier to complete acquisition transactions. By focusing on these
external requirements, we will reach consensus and develop a single Federal IC for each
transaction.

Recommendation: Develop Federal ICs to provide a single face to industry and
from industry to government. Establish a process to maintain these 1Cs and develop
new ones as required by the expansion of EC into large purchases as well as into
functional areas beyond acquisition.

SraNDARD TRADING PARTNER AGREEMENT

Requirement: We must establish operating and procedural guidelines for the
electronic exchange of business information between the government and its trading
partners.

Analysis. There is no government-wide standard trading partner agreement
(TPA) format. Agency and individual procurement offices are now developing their
own TPA format. As EC use expands in the government, the trading partner community
is faced with the prospect of many different TPAs. A plethora of agreementsis contrary
to “a single face from the government.” The trading partner community will want a
standard agreement format from the government to diminate the need for tracking and
conforming to variation among the many Federal agencies. The standardized terms and

XVi



conditions of the TPA should be broad enough to accommodate the majority of the
operating and procedural requirements. The TPA defines those EDI transactions that
will be used and EDI procedures, terms, and conditions. An electronic acknowledgment
is required. The TPA will be accessible to the trading partners via the VANS.
Revisions will be communicated to and acknowledged by the trading partners.

Recommendation: The ECAT-developed TPA for EC should be circulated for
comment and the revised version adopted as the operating and procedural guidelines for
the Federal government and its trading partners.

MASTER SOLICITATION

Requirement: We must reduce the cost of contract formulation and streamline
data flows without losing information if we are to provide a “single face to industry”
while achieving minimal transmission costs.

Analysis. We compared uniquely created contracts containing a proper but wide
variety of clauses against master solicitations that referenced standard clause sets.
These master solicitations provide commonality, efficiency, and low transmission costs.

Recommendation: Adopt the use of standardized, government-wide master
solicitation and contract packages and incorporate them by reference within each
transaction.

Consistent Use oF StanparD FeperaL AcoquisiTioNn RecuLaTion CLAUSES

Requirement: We must streamline and standardize contract content to the
maximum practicable extent.

Analysis. The Federal Acquisition Regulation (FAR) provides standard clauses
and provisions with limited alternatives and limits on duplication and variation by
departments and agencies. We conclude that failure to use the standard FAR clauses
and provisions jeopardizes the single face to industry, complicates the acquisition
process for the government and its trading partners, increases the cost of goods and
services, and lengthens procurement lead time.

Recommendation: The government-wide use of the standard FAR clauses and
provisions must be strengthened to promote efficiency and a“ single face to industry.”

SranpAaRD ReqQuUIREMENTSFOR VALUE ADDED NETWORKS

Requirement: We must provide a standard set of technical requirements and
communication protocols and have a way of validating the technical competency of
VANSs. In addition, we must provide an easy method for obtaining VAN services for
the Federal government.
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Analysis. We met with representatives of the VAN industry to discuss their
views on Federal government use of EC and reviewed the work DoD has done in this
area.  We have completed a document, Technical Requirements for EDI VAN
Providers, that will be distributed to government agencies and industry groups for
comments. In addition, we have developed a Certification Agreement for EDI VAN
Services that outlines the terms and conditions of doing business with the government.
With assistance from the DoD, we are drafting a standard test plan and procedure for
testing VANs. The Federal government will officially certify VANs as EDI providers
after successful completion of the certification test.

Recommendation: Adopt a standard set of government-wide technical
requirements for VANs. VANs must demonstrate technical competency by passing a
government sponsored test.

Agency Actions. Four actions must be taken in preparing a standard requirement
for VANSs: finalize the technical requirements and VAN certification agreement, recruit
VANSs to participate in the Federal EC program, conduct a study on the cost of VAN
services, and determine whether VAN services should be acquired using a multiple
award schedule procurement.

ELectronic CommERCE Beyonp EDI

Requirement: We must provide full EC capability that accommodates a range of
procurement activities, including the ability for oral and written clarifications. The EC
architecture needs to provide for a wide sweep of eectronic communication means
appropriate to the activities.

Analysis.  Procurement involves a variety of activities, including sending
standard business transactions such as purchase orders, talking and negotiating with
suppliers, and sending written correspondence. In addition to the existing and evolving
EDI standards and mechanisms, eectronic mail (E-mail), addressing and directory
services, fax and voice messaging systems are used today. Groups (both formal and
informal) are looking into providing for the union of interpersonal eectronic
communications, such as E-mail with interprocess electronic communications, such as
EDI. We are currently evaluating the use of E-mail in our EC environment as a means
of communication. In addition, we are working with VANSs to identify EC requirements
and value-added services, such as EDI to fax, to accommodate all EDI-capable and non-
EDI-capable trading partners to allow full electronic capability.

Recommendation: The architecture we develop must support all aspects of EC,
including E-mail, directory services, EDI to fax, and common data bases.

Agency Actions. The actions required in this recommendation will be assigned
to the lead agencies responsible for the technical infrastructure.

XViii



Cross Acency CoOOPERATION

Requirement: We must ensure that the reengineering of agency systems
provides access to a series of common data bases (eg., Supplier Registration;
Department of Labor Wage Determinations; List of Parties Excluded from Federal
Procurement or Non-procurement Programs; and Indirect Cost Rate Agreements) that
are used by all agencies.

Analysiss The ECAT identified common data requirements to support
government acquisition and financial systems. In order to provide economical and
timely access to common or shared data, a physically distributed but logically
centralized data base concept was defined.  Furthermore, the actual information flow
was defined to ensure ECAT's technical architecture provided agencies the necessary
connectivity and access to meet requirements. Information flow was defined between
generic intraagency systems as well as interagency systems. The ability to comply with
regulations and other legal requirements was verified by analyzing timeliness, security,
privacy, data availability, and interagency connectivity. These data base improvements,
though not on the critical path for EC implementation, are critical to capturing many
process improvement benefits over the longer run.

Recommendation: The architecture must ensure that a shared, reational,
distributed data base infrastructure is available to support agency application programs
in accessing, creating, and updating data used by all acquisition offices (see Figure 2).
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Figure 2. Government-wide Acquisition-Related Electronic Commerce Data Bases

STREAMLINING FINANCIAL SysTEMS

Requirement: We must eiminate the complex, paper-oriented, and primarily
manual process involved with the payment of supplier invoices. We must also eliminate
penalties the government must pay as a result of protracted processing delays. We must
develop the ability to adjust payment timing to negotiate additional discounts.
Suppliers must receive payments from the government via EFT:

Analysis. Much unnecessary work is generated by current manual, paper-
intensive systems built around paper check payments, purchase orders, invoicing, and
receiving reports. In an EC world, payments will be made faster and more accurately
and reconciliation will be done automatically and expedited by matching standard
€l ectronic documents.

The Department of the Treasury, Financial Management Service, issued a final rule on January 31, 1994, 59 FR
4536, requiring the use of EFT. See 31 CFR 206 Management of Federal Agency Receipts, Disbursements, and
operation of the Cash Management Improvement Fund.
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Recommendation: As a near-term solution, suppliers should be required to
submit electronic invoices and to recelve payment by EFT. As a longer term solution,
the government should eliminate invoices and pay on receipt of goods. That procedure
will require automation of receiving systems with linkages to purchase orders and
accounting systems.

OutreacH ProGram

Requirement: Included in the objectives of the President’s memorandum on
Sreamlining Procurement though Electronic Commerce is oneto “ provide businesses,
including small, small disadvantaged, and women owned businesses, with greater access
to Federal procurement opportunities.” We believe that objective is an important part of
the EC acquisition program and requires the Federal government to actively solicit
participation by the small businesses.

Analysis. Most of the current efforts to involve the supplier community in an EC
system are uncoordinated and conducted by a number of departments and agencies
involved in EC today. Their focus is on the existing trading partners and is limited in
scope.

Recommendation: A consistent and active program is required to assure that all
interested suppliers understand how to participate in the Federal-wide EC program.

AGENCY APPLICATION SYSTEMS

Requirement: Application systems must provide the end user with a
standardized, transparent capability to use EC in the creation and processing of
electronic transactions. The agency’s applications must be structured to support both
EDI and non-EDI data exchanges. Many applications will always require both types of
exchanges, and most, if not al, will need the dual capability during transition to EDI.
Furthermore, agency applications must use common and shared data to economically
and effectively provide a single face to industry. Additionally, EC systems will require
implementation of auditing and control mechanisms.

Analysis. ECAT defined a technical architecture support data exchange among
applications using EDI. Then, using today’ s technology, it defined generic scenarios to
identify and verify the essential infrastructure and services needed to support an EDI
environment. The approach requires the government to enter into agreements with
trading partners, VANSs, and agencies to accommodate the required coordination and
sarvices. Standard agreements have been defined to achieve these goals. The
supporting infrastructure for EDI requires purchasing software and/or hardware for ASC
X12 trandation, and data bases, computers, and communications services. ECAT has
identified information flows, specific functional requirements, professional expertise,
hardware and software, and available and proven technologies for agency
implementations of generic government EC applications.
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SECURITY

Recommendation: Application systems should maximize the use of the EC
architecture.  Maximum benefits will be attained from the use of EC if the
implementation is comprehensive and data are entered once and logically have a single
storage location.

Requirement: We must ensure that methods used to reduce risk are
commensurate with the level of threat involved. Senior managers must seek the proper
balance between costs incurred to secure the information and the need for greater access
to information.

Analysis. The technical infrastructure must provide the technology that gives
business managers confidence in the availability and reliability of the information they
need. Technology offers many solutions (e.g., public key encryption, digital signatures)
for managing threats to integrity. Each component of the architecture offers
opportunities to enhance the overall integrity of the information. Over the short run,
agency-shared strategies are capable of generating adequate security since transactions
will be primarily for small dollar amounts for which agency systems can maintain
adequate contrals. Over the long run, however, a detailed security architecture must be
built to accommodate the needs of the larger system. In particular, we must be able to
deploy a public key infrastructure to support transactions across multiple networks.

Recommendation: Deploy systems that can adapt easily to changing security
policies and at the same time ensure that the following actions are taken:

*  Security planning isincluded early in the acquisition and devel opment of reengineered systems and
processes

*  Security does not become the excuse for inaction

*  Trading partner agreements describe the security requirements

*  Security and contingency planning are consistent with expected risk.

TrANsACTION DisTRIBUTION

Requirement: We must streamline and standardize the expensive, time-
consuming process of distributing acquisition documents while maintaining sufficient
flexibility within the EC architecture to meet individual business requirements.

Analysis. Contracting officers may choose from a variety of contracting methods
to provide contracting support. A ddivery order and purchase order require different
distribution procedures, and the government infrastructure must cope with each of them.
As EC is expanded to include solicitations and contracts, flexibility becomes even more
important. Transaction sets within these procurement vehicles require flexibility in the
electronic distribution system.
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Recommendation: The architecture will provide the capability to exchange data
within a one-to-one relationship between two specific trading partners, a one-to-all
relationship involving the distribution to all interested parties, and a one-to-specific
(i.e., one-to-a-list) relationship involving the distribution to selected parties.

SupPLEMENTAL DATA TRANSMISSION

Requirement: We must develop the ability to process more complex documents
containing drawings, charts, technical specifications, and textual data in an eectronic
environment.

Analysis. Many standard procurement documents require supporting documents
such as graphs, charts, and text. Standard ASC X12 procurement documents do not
dlow for this additiona material. However, two transaction sSets,
Specifications/Technical Information (841) and Text Message (864), can be used to
transmit this information. The need to support these transaction sets is identified as a
technical requirement for VANSs in the Technical Requirements for EDI VAN Providers
document. DoD is currently working with VANs in defining implementation
conventions for binary files.

Recommendation: The architecture will support the transmission of standard
ASC X12 transaction sets used to exchange binary and ASCIl (American Standard
Code for Information Interchange) files. Capability of relating various EDI documents
must be explored to guarantee that the trading partner can associate binary and text
attachments with the relevant procurement document.

TECHNICAL |NFRASTRUCTURE

Requirement: The technical architecture required to support EC must include a
telecommunications capability that is efficient, reliable and capable of accommodating
the anticipated increasing volume of EC traffic. The technical architecture must ensure
easy and equitable access for all agencies and trading partners alike. The access to
standard common data bases, such as trading partner registration, with the appropriate
levels of security isa critical component of the technical architecture.

Analysis. The Federal EC technical architecture includes the interface to and
from agencies and their applications, EDI gateway services, the “virtua network”
(communications services), VANSs, and trading partners and their applications. The
“virtual network” includes services and functions provided by interconnected already
available networks that are in use by the agencies.

Recommendation: The government-wide technical architecture must provide
gateways and network entry points (NEPS) that serve as high-speed telecommunications
links with commercially operated VANS that ensure universal access to appropriate
information and data. The technical architecture should interconnect already available
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networks within the Federal government. Figure 3 shows the concept of the Virtual

Network that interconnect the existing networks. Figure 4 shows the major components
of the EC architecture.

Veteran Affairs Department of Defense
Network Networks

Treasury Department Other Agency
Network Networks

Figure 3. Virtual Network Concept

The virtual network provides connectivity for any type of transactions including
ASC X12 transactions among government systems and those of private industry. The
virtual network physical implementation will probably create an aggregate of FTS2000,
Internet, DoD networks, other communications networks supported and used by the
departments, and VANs. The virtual network provides for the interworking of these
networks for the movement of EC messages. Hence, any protocol suite supporting the
virtual network must provide an internetting capability.
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Virtual Network

Agency Facilities

Data Base
Services

Note: APPL = agency application, GW = gateway, VAN = value-added network, and TP = trading partner.

Figure 4. - Electronic Commerce Technical Architecture

FTS 2000 _ TP
Internet

The EC architecture was devel oped on the following five guiding principles:

* Asinglefacetoindustry

*  Standards-based open system
*  Best commercial practices

*  Security based on need

e A cost-effective transition.

Our ultimate goa for the architecture is to free EC from proprietary agency

systems and make the transition to a single interconnected, interoperable, standards-

based internetworking environment.

To implement an EC infrastructure, we must establish NEPs to exchange

transactions with the VANSs used by trading partners. Trading partners may use any of

the VANSs that have been EDI certified by the government, or the trading partner may

choose to become EDI certified asa VAN on its own behalf.
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Trading partners will send and receive information to and from NEPs via their
EDI VAN. Executive departments and agencies will transmit data to the NEPs, which
will forward the data to the appropriate VAN. The EC infrastructure will support all
distribution requirements for transactions sent to each of the participating VANs via an
NEP. VANswill make these public transactions available to all interested subscribers.

ProcraM M ANAGEMENT OFFICE

Requirement: A Federal ECA-PMO be established and tasked to facilitate,
communicate, and monitor the implementation of eectronic commerce as outlined in
this report, provide assistance to agencies on implementation with their acquisition
process, and monitor and report on the individual agency plans for implementing
electronic commerce as specified in the President’ s memorandum of October 26, 1993.

Analysis. A number of tasks must yet be completed in establishing the “single
face to industry” and a standard EC system within the Federal government. Completing
those tasks will require an organization to serve as the coordinator, developer of
common support programs, and monitor the assignments given to lead agencies by this
report. A program management office with government-wide visibility of the EC
program would best serve to fill this requirement.

Recommendation: The ECAT recommends that a Federa ECA-PMO be
chartered to devel op and coordinate the programs that will support government-wide EC
and support OFPP's oversight of the program. The ECA-PMO will report to the
Administrator, OFPP.

CONCLUSION

This is the time for leadership. We must embrace technology and begin the
process of developing the necessary architecture as the only means of assuring that our
acquisition processes will be managed in a healthy, competitive environment. The
paradigm shift demands that we carefully examine our business processes, reengineer
them as necessary, and review existing procedures, strategies, and systems if we are to
meet our imperatives. working better and costing less. Process standardization and the
expectations of accurate, timely and quality data should be our watchwords. Finaly, we
must put in place a responsible organization and empower it with the authority and
resources to manage the change process.

The analyses and recommendations are addressed in more detail in the main body
of the report.
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Concept of Operations for Electronic Commer ce

11

PurpPose anD OVERVIEW

The ECAT report, Streamlining Procurement through Electronic Commerce,
described the “what” of the Federal EC vision. This document, Electronic Commerce
for Acquisition - Agency Guidance, describes the “how” that agencies may choose to
use in achieving the objectives set forth in the President’s October 26, 1993,
Memorandum. Our goal isto help you be successful in establishing a viable/logical
program approach. In developing these suggested steps, the Federal Electronic
Commerce Acquisition Program Management Office (ECA-PMO) has drawn upon the
skills and experience of its staff and, more significantly, the skills and experience of
EC/EDI practitioners. The expected outcomes are: that agencies will have a smooth
conversion from paper to EC, that the adoption of EC by the vendor community will be
accelerated, and that the overall transaction costs of doing business with the government
will decrease. An outline of the program schedule is shown in Figure 1. Y ou should
consider the information presented in this document as guidance provided to assist you
in identifying and achieving the specific needs of your agency.

Task Name

1994 | 1995 | 1996 |
Qr2 | Qw3 | Qw4 | oQwil | Qw2 | Qw3 | Qwa | Qwil | Qw2 | Qw3 | Quwa | oQtl

President's Milestones (/ J

Lead Agency Milestones

Virtual Network Communications

Establish Telcom Team

Traffic forecasts

©o| o ~| o a| r|5

Standards Selection

10

Establish connectivity

11

Common Databases

12

Identify obligations/needs

13

Determine current capabilities

14

Acquire upgrade as required

15

Implement RDA C/S

16

SBA Outreach

17

Initial information package

18

Produce training materials

19

Conferences and notices

20

‘K!——)
‘—
I

‘—

—

Implementation Conventions O~ )

igure 1 - President's Milestones and Lead Agency Key Tasks

Note: the schedule presented above is offered as a reminder of the milestones that
we are working to meet. Lead Agencies with shared database responsibilities and
SBA's outreach program need additional coordination before we can present you with
design and schedule details. When agency long range plans are received, additional
guidance concerning the sequence of events and the inter-relationships of the various
steps required in accomplishing ECA will be published.
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1.2 Acency OBJECTIVES

To meet the milestones established in the President’s Memorandum, agencies
need to meet the objectives identified in the following sections.

121  Agency Objectivesfor September 1994

By September 1994, individual agencies will be sending a few Requests for
Proposals (RFQs) through the Virtual Network to one of the currently operational
Department of Defense (DOD) Network Entry Points (NEPs). DOD will distribute
those RFQs to those Value Added Networks (VANS) that have signed VAN
certification agreements with DOD and have passed the testing suite. The VANswill in
turn pass out those RFQs to those Trading Partners that have registered for eectronic
commerce with the Federal government. Interested Trading Partners will be responding
with Quotations which they will pass back through their VAN to the DOD NEP, thence
through the Virtual Network and back to the originating agency.

The agencies will sdlect the winners of the RFQs and place an order with the
winning bidder which would go back to that trading partner via the same route (i.e.,
through the Virtual Network to the DOD NEP and on to the approprate VAN). A
Notice of Award will be “posted” in the same way that RFQs are distributed to provide
unsuccessful bidders with price and winning vendor data. Agencies will also receive
invoices from the winning vendors via the same route and pay the vendors through
Electronic Funds Transfer (EFT).

Agencies now using the Vendor Express program should continue to use this
method of payment. Agencies not yet on Vendor Express need to be able to process
Automated Clearing House (ACH) payments by July 1995. The Trading Partner
Agreement (TPA) specifies that any vendor doing Electronic Commerce must be paid by
EFT by July 1995.

A Remittance Advice will also be associated with the payment transactions. We
anticipate some testing of Delivery Orders to vendors currently under contract with the
government which will follow the same path as the above transactions.

It is desired that all of these transactions conform to the new government
Implementation Conventions (ICs) written against the 3040 Release under Accredited
Standards Committee (ASC) X 12, although some period of adoption and convergence
will of necessity occur. We recommend the agencies spend some time on re-engineering
their existing procurement process(es); their main effort should focus on exercising all
the links in the transaction chain preparatory to a robust expansion of the government’s
electronic commerce capability. By the end of August, agencies should have long run
implementation plans established that cover the steps between September 1994 and
January 1997.
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1.2.2  Agency Objectivesfor July 1995

By July 1995, agencies will have expanded the initial steps achieved in
September 1994 to cover a large percentage of their small purchases and ddlivery orders
of standardized items against existing contracts. The percentage of the transactions to
be handled using EDI should be specified in the long run implementation plans they are
currently developing. All of the transactions sets described for September 1994 should
be in use, including invoice and remittance advice. All of the transactions should be
following the new government conventions, including the agencies that were operational
before September 1994 and, therefore, using earlier conventions (e.g. GSA, VA,
Interior).

Agencies should have re-engineered their procurement operations to some extent
and made a conscious attempt to ensure that the move to EDI does not simply lead to
the automation of the current paper bound process. This means they will have
developed measures of effectiveness and are implementing electronic commerce against
a plan to improve the chosen performance measures.

2. ECA-PMO GUIDANCE DOCUMENTS

There are three “ Guidance” documents planned: this one for agencies, one, to be
done by the Small Business Administration, for the vendor/trading partner community,
and one targeted towards VANSs and other service providers. The focus is long-term
awareness of the infrastructure goals to be pursued with some suggestions of meeting
the earlier of the Presidential Milestones (i.e., September 1994). Of necessity, this
document is somewhat generic; agencies vary widdly in their current involvement with
EDI and levd of knowledge. ECAT Report (Streamlining Procurement Through
Electronic Commerce) references are provided. As new technologies, policies, and
regulations arise, this document will be modified and change-pages issued. Appendix A
isthe latest version of ECA-PMO Fregquently Asked Questions (FAQ) with responses.

2.1 Sratusor THIS DocumENT

ECA-Agency Guidance thisisthefirst release (Revision 1.0) 8/1/94.

ECA-Trading Partner Guidance, available material includes. the Trading
Partner Agreement (Appendix E, ECAT Report) and the Federal Implementation
Guiddines for Electronic Data Interchange (Draft June 1994).

ECA-VAN Guidance, available material includes: Technica Requirements for
EDI VAN Providers and Certification Agreement for EDI VAN Services (Appendices F
and G respectively, Streamlining Procurement through Electronic Commerce), and
related DOD documents.
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GENERAL MANAGEMENT / KNOWLEDGE & SUPPORT

This Section provides guidance in establishing a Program Office within your
organization for Electronic Commerce, as well as beginning the eectronic business
infrastructure.

Action

Establish an interdisciplinary Electronic Commerce for Acquisition Program Office (ECA/PO);
the three key disciplines involved in this Program include Procurement, Finance, and
Information Resources Management. Y our agency may also want to include representatives
from your logistics (property management) and legal offices aswell.

Establish an understanding of the functional and technical architecture requirements set forthin
the Federal Government Streamlining Procurement Through Electronic Commerce and ensure
that each discipline understands their role.

Evaluate your technical (i.e., ADP systems, telecommunications, etc.) platform capabilitiesin
consideration of the ECA architecture.

Integrate the ECA/PO with your Business Process Reengineering program, initiating those steps
necessary to modify current processes as well as fully integrate business systems.

Establish an overall ECA program plan, with milestones; base this plan on your programs
critical success factors and key performance indicators in addition to key program objectives,
synchronize your program schedule with the overall Federal ECA architecture schedule.

Identify EC program advocates and executive level sponsorship; routinely schedule key briefings
and reporting processes which convey the infrastructure, business goals, and benefits to the
organization.

Establish a EC Program Manager, empowered with a charter authority, business vision, budget,
and staff.

Identify key customers and address their requirements as well as include them as an integral part
of your team.

Identify and establish the necessary policy and procedural guidance for this interdisciplinary
initiative.

BUDGET DEVELOPMENT/COST BENEFIT ANALYSIS (CBA)

Meeting the NPR initiatives and saving al that money does not happen
overnight, nor isit free.

Action

Identify and establish a CBA team under your ECA/PO.
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Develop costs for transition, procurement and related systems re-
engineering, database upgrades to be FIPS 127-2 compliant, establishment of
intra- and inter-agency messaging systems.

Develop costs and savings for ongoing operations of the systems
identified in Step 2 above.

Conduct presentation to Chief Financial Officer and Procurement
Executive.

If required by your agency, for an initiative at this level, conduct a
cost/benefit analysis (for assistance specific to EDI, see EDI Planning and
Implementation Guide (DL203RD1) for modd methodology, copies are
available from the ECA-PMO) This analysis applies to the particular
approach that your agency is planning to meet the Presidential initiative.

Include a budget write-up at appropriate stages of the budget cycle for

your agency.

Monitor budget execution and evolution of your program.

5. EDUCATION AND TRAINING
Y ou will need on on-going education program to create awareness and expertise
in electronic commerce within your agency. Here are some issues to consider.
Step Action

1 Establish an education program responsibility and schedule which addresses the EC/EDI
awareness, functional, and technical needs for understanding the EC initiative. At a minimum,
consider training needs in SQL for database, telecommunications and connectivity, ANSI ASC
X12 standards use, legacy systems, as well as an understanding of electronic data interchange
and Federal EC goals.

2 Consider internally developed training programs or the use of commercially available training
resources in facilitating your organizations infrastructure and operational management.
Experienced agencies may wish to offer a*“lessons learned” seminar. Agencies may wish to pool
their training requirements. The ECA-PMO can assist in coordination and scheduling.

3 Identify and subscribe to periodicals which provide you with current information on the evolution
of electronic data interchange, el ectronic commerce and business management. For example,
consider a subscription to EDI WORLD a monthly publication devoted to EC

4 Identify and establish the required documentation in support of these efforts.
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6.

EC OUTREACH

Establishing your business relationships in an eectronic environment are critical
to you success.

Step

Action

Establish a strategic plan for communicating the goals of your EC program to your key trading
partners (especially to those businesses who are EC capable, represent the largest volume of
transactions, and to small business).

Ensure that your Outreach Team, under the guidance of your ECA Program Office, has a full
understanding of the Federal ECA architecture and your organization’s strategies. Do not lose
sight of the Single Face to Industry objective.

Conduct Trading Partner Conferences specific to your agency. Seek opportunities to co-
sponsor conferences with other agencies. Provide conference attendees with information, such
as Trading Partner Registration and VAN certification, which will allow themto fully
participate in all agencies’ EC programs.

Reinforce the importance of the Trading Partners registration process and of keeping
registration information current.

Contact Small Business Administration EC Outreach Program and coordinate your outreach
efforts.

Publish your schedule for conversion to ECA program. Do not over
sdll implementation schedules, be realistic.

Establish ECA “hep desk” for your agency’s transactions; notify
ECA-PMO of point of contact

Provide for feedback to the ECA-PMO about “what’s not working
and what works well.”

7.

Note: The Office of Management and Budget (OMB) has tasked the Small
Business Administration (SBA) with the responsibility of conducting an Outreach
Program; it is anticipated that products of this program will include literature and a
videotape for use by all agencies as part of their programs. The ECA-PMO is working
with SBA to assure consistency and accuracy in the materials as they are devel oped.

AGENCY REGISTRATION AND CONVERSION SCHEDULE RELEASE

Agencies need to egtablish the identity of their ECA enabled components
(offices). Thisinformation needs to be registered for use by the Network Entry Point(s)
to control the distribution of messages and as a security measure.
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Action

Identify your agency components (offices) involved in acquisition,
finance, and material management.

Review plans for possible reorganization and consolidation.

Select components for participation in your ECA program.

Acquire or validate DUNS number(s) for each contracting, financial,
and materials (property) management activity that will be involved in EC/EDI.
Validate any existing component identifiers and related information such as the
Agency Address Code (AAC).

Submit the necessary 838 regigtrations to the Central Trading Partner
registration site. Initially thisis the DOD Columbus site.

Update the registration upon change.

Note: the DUNS number(s) are key in establishing your offices as valid “ trading
partners’ with the private sector. This is important since elements of fraud and abuse
control are linked to proper and accurate identification.

TELECOMMUNICATION

To reap the true benefits of eectronic commerce, agencies should have the
capability to exchange high volumes of commercial transactions through a paperless
media. This will require extensive interconnection of information resources (via the
virtual network) that provide accurate information when and where it is needed in a cost
effective manner. Telecommunications will provide the media for this interconnection;
therefore, the provision of telecommunications is a key dement in the successful
implementation of the eectronic commerce initiative. Telecommunications provides
connectivity through a combination of communications services, hardware, and software
which must be configured to provide this timely and cost effective information flow.
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Providing connectivity, and maintaining the cost effective level of service
necessary will require constant vigilance. This becomes more and more important as the
number of applications expands (i.e. EFT , databases, ec.). An ongoing assessment of
sarvice performance is necessary in order to determine if and when additional
connectivity is necessary. For those agencies with lead responsibility for databases
(e.g., GSA’s debarred vendor database, DOL’s labor surplus area database) this will be
more complicated as a level of service must be maintained to internal agency customers
aswell as external agency customers (other Federal agencies).

Here are the key steps to provide connectivity.

Step Action

1 Identify and establish a Telecommuni cations/Connectivity Working Group under your ECA
Program Office.

2 Review your current EC/EDI infrastructure to determine what hardware, software, and services
your agency is using/planning to use.

3 Obtain an estimate of the number of EC transactions along with your agency’s plans for future
program growth. This must be translated into communications traffic so a network can be
designed or chosen that will provide the necessary level of service.

4 Determine which protocol (i.e. FTP, x.400, etc.) is appropriate for your agency’ s application.

5 Determine your agency’ s best source of connectivity (existing agency network, new service).

6 Take the appropriate steps to provide connectivity that meets your agency’ s requirementsin the
most economical manner within the Federal architecture.

7 Continue to monitor your agency’ s connectivity and make the appropriate changes necessary to
maintain the required cost effective level of service.

8 Meet with your EC program to provide support for new requirements/applications in a manner
which maintains your cost effective level of service.

9 For those agencies (GSA, DOL, etc.) with the responsibility for providing database access to
external customers (other Federal agencies), it will be necessary to maintain the necessary cost
effective level of service for those interfaces as well.

9. SECURITY
Here are appropriate steps for the practice of secure computing in an EC/EDI
environment.

Action

Insure that current security practices meet the agency’ s requirements for
confidentiality, message integrity, originator authentication, and non-
repudiation.
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Conduct arisk assessment as described in Appendix M of Sreamlining
Procurement Through Electronic Commerce. Look to the ECA-PMO for
further guidance.

Apply the recommendations from NIST Special Publication 800-9,
Good Security Practices for Electronic Commerce, Including Electronic
Data Interchange as appropriate. Use ASC X12.30 Functiona
Acknowledgments (997).

Establish necessary internal and external “Firewalls’.

Review Request for Comments (RFC) 1281 Guidelines for the Secure

Operation of the Internet

Firewalls and Internet Security - Repelling the Wily Hackerby Cheswick and

Bellovin, Addison-Wesley

Establish policies and implement procedures for controlling access to
shared data under your agency’s control.

Remember the implied requirements under the Privacy and Freedom of
Information Acts when developing your policies.

Register your authorized users (and automated procedures) with other
agencies whose data you access.

Evaluate the need for a public key infrastructure and agency
certification authority. See the Public Key Infrastructure Study published by
NIST.

Consider using active countermeasures to identify the source of
intrusions. Insure that the appropriate notices about log and audit trails are
displayed.

10.

DATABASE (FIPS 127-2)

When establishing your agency’s remote data access (RDA) and sharing

environment for use in meeting the ECA objectives. Consider non-acquisition
opportunities, in support of your overal information management (DBMS)
infrastructure, that the adoption of FIPS 127-2 and RDA offer.
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Action

Identify and determine agency role and/or responsibility as described in
Appendix K - Data Bases, Table K-1 of Streamlining Procurement Through
Electronic Commerce.

Identify and establish an EC-IRM team under your ECA/PO that is
knowledgeable and experienced in the following areas:

Open Systems-Standards

Client/Server Environment

APIs (i.e, front-end, middlewares, and back-end)
FIPS 127-2 (SQL2),

SO Remote Data Access (RDA),

X.400, X.435, X.500

Conduct agency basdline Site Survey Plan to determine compliance as
described in Appendix K Data Bases of Sreamlining Procurement Through
Electronic Commerce

Follow the recommendations in Appendix K - Data Bases of the ECAT
Report by:
Adopting Client/Sever Architecture as appropriate
Adopting FIPS 127-2 (SQL2)

Adopting ISO RDA

Acquire GOTSCOTS hardware/software infrastructure as described in
Appendix K.

Acquire GOTS/COTS C/S character and graphical user interface based
on NIST/APP open systems standards as described in Appendix K.

Acquire GOTS/COTS data dictionary / directory service as described in
Appendix K.
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Acquire GOTS/COTS DBMS services as described in Appendix K.
Insure that your security requirements are met.

Acquire GOTS/COTS or develop open systems standardized APIs for
front-end, middleware, and back-end support. Look to the ECA-PMO for
further guidance.

Acquire GOTSCOTS X.500 directory services. Look to the ECA-
PMO for further guidance.

Reengineer or build common databases to comply with NIST/APP open
systems standards as described in Appendix K.

Assess the needs of other agencies to access databases “ owned” by your
agency, e.g., GSA and the Debarred Vendors Database, DOL and the Labor
Surplus Area Database (among others).

Assess and report your agency’ s heeds to access other agency “ owned’
data as the ECA database architecture evolves.

Assess your agency’s requirements for local caching of frequently
accessed data held at other locations. Establish cache aging policy.

Enable secure remote data access (RDA).
Test operation within your agency
Extend test to include external government users

Extend test to include authorized public access

11.

X12 TRANSLATION USING THE FEDERAL IMPLEMENTATION GUIDELINES

These are suggestions for steps to take when transitioning from legacy systems to

EC/EDI enabled applications. These steps can be taken prior to the re-engineering

covered e sewhere.

Action
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Determine current agency capabilities

Establish capability to export “flat file’ from existing automated
procurement and related support systems, and to import a file (flat file or X12
format).

Get and understand the Federal Implementation Guidelines for EDI
(copies available from the ECA-PMO and on the Internet). Review this
material in concert with your business applications and your selected
trandation software (i.e., get software that is capable of supporting the Federal
I mplementation Conventions.)

Evaluate and select COTS trand ation package based on:

o o Overall business needs for data trandation

° o Ease of update, use, and mapping flexibility

° o Operational requirements and life-cycle costing

° o Full transaction set availability

° o Compatibility with existing operations (hardware and software)

Prepare the necessary “mapping scripts’ to trandate to and from your
systems flat file and the X 12 interchanges. (Some software does this.)

Test the trandation with the NIST/JITC test sites. Validate operation
and changes with ECA-PMO designated NEP(s) or VAN as appropriate.

Test the trandations with a trial trading partner who has demonstrated
expertise and responsiveness in conducting EC for acquisition.

If you are aready using X12 from some or all of these transaction sets,
compare your current version/rel ease to the 3040 Federa version and update as
needed.

12. VAN SERVICES/CERTIFICATION

Agencies are not directly involved in the VAN certification process. Thisis a
DOD and ECA-PMO activity. Your agency is responsible for guiding the transition
from current agency/VAN contracts to the use of certified VANSs in support of the
Federal single face to industry.
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Action

Check with ECA-PMO for list of currently certified VANS.

If you have an existing VAN service provider that is not on the lit,
contact the VAN and encourage them to participate in the Federal EC program.
Notify the ECA-PMO and request assistance if needed.

If necessary, plan for and migrate from un-certified VANS.

Advise (educate) your existing trading partners about the role of
certified VANSs in trading partner support.

Point of submission for 838 registration

Point from which to obtain RFQs and public notice of award

Remember that the one to many transactions (that is, the RFQs and
notice of award) must be routed to a network entry point (NEP or DOD Hub)
for proper distribution to the “ public”.

Integrate your Trading Partner Outreach strategies with your evolving
VAN relationships.

13.

AGENCY ACCESSTO TRADING PARTNER DATA

Hereisacheck list for those e ements of a re-engineered procurement system that

will need to access data from the Master Federal Vendor Registration Database and to
begin consideration for the provision of performance data to a common Vendor Past
Performance Database. Look primarily to your procurement and finance offices.

Action

XXXi%




Establish key points of contact for each legacy system and vendor
database affected.

Determine application systems data requirements for trading partner
information (e.g., trandator’ s trading partner profile database).

Establish procedures for changing existing data on file.

Determine requirements for remote data access to Vendor Registration
Master database (and later, to the Vendor Past Performance Master database).
If RDA and other distributed database technologies work as anticipated,
“master” does not necessarily mean “ single central”.

Establish data dictionary/database mapping, if required.

Modify or build client applications systems interface.

Establish procedures for terminating existing Trading Partner
Agreements; the Federal TPA is the replacement to be uniformly used.

Establish procedures for modifying procurement application systems to
use Master Representations and Certifications for commodity small purchases.

14.

PROCESS RE-ENGINEERING

Establishing a Business Process Reengineering program, supported by
appropriate methodology and resources, is critical to gaining the fullest benefit from and
integration with the el ectronic commerce initiative.

Step

Action

Establish a Business Process Reengineering (BPR) program office, integrated with your
ECA/PO, with aninitial focus on EDI enabled procurement and finance processes.

Determine the resources (software, personnel, operational platform, etc.) necessary to operate
this program office.

Obtain executive management established documented business objectives which support the
organizational vision, specifying operational goals, strategies, and enabling resources
(expertise, technology).

Identify and meet with programs which exemplify your desired ‘to be’ organizational process,
benchmarking the state-of-the-art structures and processes.
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5 Measure your own organizational processes (inputs, outputs, resources, constraints) in
documenting your ‘asis mechanisms, identifying non-value added events as well as necessary
streamlining steps in transitioning from a task oriented structure to an empowered-employee
process based organization.

6 Identify the ‘ gap’ between the ‘asis and ‘to be' organization, and focus on this differencein
your work prioritization, technology infrastructure, and retraining.
7 As you reengineer your business processes away from non-val ue added methods, focus your

attention on the integration of systems (procurement, finance, el ectronic data interchange) and
technology enabled process ownership.

8 Establish project plans with milestones and responsibilities for the process reengineering effort

Note: Although we recognize the optimal approach of reengineering business
process is prior to implementing new technology, we want to emphasize the need to
proceed with this very important aspect of fullest benefit of ECA. Agencies whose
current modernization plans were not devel oped with the ECA initiative in mind and are
not synchronized across functional components, may wish to explore work-flow analysis
and design. The use work-flow solutions based on either e-mail or database sharing
alows for the definition of information exchange interfaces between functional
components. This can provide agencies additional flexibility in implementation
schedules and in contracting.

15. CUSTOMER/USER SUPPORT

An agency specific “help desk”, supported by appropriate methodology and
resources, will improve successful transition to EC and provide the fullest benefit from
and integration with the electronic commerce initiative.

Action

Based on activity forecasts developed in other portions of your
program, plan a Customer Service (Help Desk) operation.

Establish facilities necessary to support the operation.

Provide education and training to staff.

Implement and coordinate Customer Service program with SBA and
ECA-PMO on vendor outreach program.
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Establish Customer Service Representative procedures to coordinate
and escalate issues to ECA-PMO as needed.
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